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15th December 2021 

Dear Dr Plastow 

Scottish Biometrics Commissioner Act 2020 – Draft Code of Practice 

Thank you for your invitation to comment on your proposed Code of Practice. GeneWatch 
UK recognises the important role that you play in providing independent oversight of the 
acquisition, use, retention, and destruction of biometric data for criminal justice and police 
purposes in Scotland, and is broadly supportive of the approach outlined in the Draft Code of 
Practice. However, there are a few matters we wish to draw to your attention regarding the 
twelve General Guiding Principles and Ethical Considerations.  

Principle 4: Enhancing Public Safety and Public Good 
This section would benefit from an additional paragraph to highlight the importance of 
transparency, including publishing the various assessments that are required. Similar 
references to the importance of transparency in underpinning justice and accountability could 
be made in relation to Principle 7.  

Principle 5: Ethical behaviour 
After stating that data should not be shared for non-policing or non-criminal justice purposes, 
at the end of the last sentence, you state, “Otherwise, data sharing between Scotland and 
other UK and International policing and criminal justice jurisdictions is encouraged”. This 
statement is problematic because it requires a caveat that such international sharing should 
only take place in the context of important human rights safeguards, of which the purpose 
limitation is only one. Such safeguards should be referred to in more detail under Principle 5 
or under Principle 6 (Respect for the Human Rights of Individuals and Groups).  

Best practice requires the provisions of relevant safeguards in both countries involved. For 
example, Council of Europe Recommendation No. R(92)1 on the use of analysis of DNA 
within the criminal justice system states: “Transborder communication of the conclusions of 
DNA analysis should only be carried out between states complying with the provisions of this 
recommendation and in particular in accordance with the relevant international treaties on 
exchange of information in criminal matters and with Article 12 of the Data Protection 
Convention”.1 In particular, data should be transferred overseas only when it is necessary 
and proportionate to do so, for the purpose for which it was originally collected, and best 



practice standards must apply in both countries.2 For example, if a person’s DNA profile is 
required to be deleted in the country of origin if they are acquitted, or after a certain period of 
time, this must also be required in the receiving one. 

Attention also needs to be given to reports citing international legal experts regarding 
countries using Interpol for political gain or revenge by targeting nationals abroad such as 
political rivals, critics, activists and refugees.3 Preventing such abuses requires a ‘human 
rights check’ to take place in Scotland before any biometrics or other data are shared in the 
context of any international investigation. Serious human rights abuses – including 
assassination, kidnap and torture of dissidents and/or their family members – could occur if 
such safeguards are not implemented. 

Principle 12: Retention authorised by law 
GeneWatch UK recognises the important steps that Scotland has taken to limit the 
unnecessary and disproportionate retention of biometric data. However, this section would 
benefit from more detailed attention to the cited ruling (by the European Court of Human 
Rights, not the EU) in the case of Gaughran v UK on 13th February 2020, in which the Court 
ruled that the current policy and practice of the indefinite retention of DNA profiles, 
fingerprints and photographs of individuals convicted of a criminal offence in Northern Ireland 
violates Article 8 of the European Convention on Human Rights (ECHR).1  

In this judgment, the European Court of Human Rights found that, “the indiscriminate nature 
of the powers of retention of DNA profiles, fingerprints and photograph of the applicant as a 
person convicted of an offence, even if spent, without reference to the seriousness of the 
offence or the need for indefinite retention, and in the absence of any real possibility of 
review, failed to strike a fair balance between the competing public and private interests”. In 
response to the judgement, the Department of Justice in Northern Ireland has proposed 
replacing the indefinite retention of biometric data of convicted persons with maximum 
retention periods based on age and the seriousness of the offence and setting out a review 
mechanism that will require police to carry out a periodic review of the continued need for 
biometric data to be retained under these maximum retention periods.4 Scotland will need to 
take similar steps if it is to avoid a breach of the European Convention on Human Rights, as 
will all member states of the Council of Europe. GeneWatch UK responded to the relevant 
consultation in Northern Ireland and our position is outlined in our consultation response, 
which recommends that, for all offences where a rehabilitation period is specified, DNA 
profiles are deleted at the time at which the offence becomes spent.5  

If the issues we have highlighted are addressed, your Code of Practice provides an important 
opportunity to follow best practice in the areas we have highlighted and for Scotland to set an 
important precedent for other countries in the world. 

Thank you for the opportunity to input to this consultation. 

Yours sincerely, 

Dr Helen Wallace 
Director 
GeneWatch UK 
Email:  
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